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industry, are we ready to fight back?
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FROM THE INT

As we commemorate 90 years of innovation
(1926-2016), we at Embry-Riddle are taking
the time to revel in our unique history, but
also focus on the continued advancement of
the university. We are hard at work planning
for our future—a future that will not be
complete without you.

Throughout the spring, I've been laying
the groundwork for a new strategic plan to
fuel our next decade of growth, one that will
take Embry-Riddle to its 100th anniversary,
and beyond. | have been listening to students,
faculty and staff voice their opinions regarding
needed improvements, key opportunities
and desired outcomes for the university. It
is thanks to their input and your involvement
that we will chart a continued course
for success.

Our long and prestigious history was
built on a bold vision, a tolerance for risk and
the courage to respond readily to opportunity.
Today, our founders’ enterprising spirit
can be seen in our students and alumni,
as they push the boundaries of education,
research and technology to transform their
respective industries.

Take, for example, the primary topic of this
issue of Lift: aviation cybersecurity. Embry-
Riddle is known for developing leaders—and
cybersecurity is no exception. To compile

ERIM PRESIDENT

the cover feature, our writers interviewed
26 subject matter experts who represent
only a fraction of the growing number of
Embry-Riddle alumni and faculty researching
and designing solutions to our world's
cybersecurity challenges.

By all accounts, we are going to need
them, and more. The demand for skilled
cybersecurity professionals is increasing
exponentially with a talent shortage of
1.5 million projected by 2020. Always at the
forefront of evolving trends, Embry-Riddle is
doing its part to fill this need with a variety
of degree programs tailored to prepare the
cybersecurity heroes of tomorrow.

This type of adaptability and innovation is
a common theme throughout Embry-Riddle’s

history. | invite you to see just how much your

university has changed to address industry
needs. Visit your campus (or one near you)
to meet the newest slate of visionaries and
witness the campus’ physical transformation.

Better still, enjoy the Wings Out
West/OctoberWest Alumni Homecoming
Weekend and AOPA Regional Fly-In
festivities in Prescott, Ariz., Sept. 29—
Oct. 1, or take part in our 90th Anniversary
Finale: The Wings & Waves Air Show/
Alumni Homecoming Weekend in Daytona
Beach, Fla., Oct. 6-9. | promise they will
be memorable experiences.

Embry-Riddle is truly a university on
the move. The time is now to capitalize on
our strong legacy so that we may support
future generations of Eagles. | invite you to
be an active part of that future by sharing
your ideas with me.

Sincerely,

=Syl e

John R. Watret, Ph.D., FRAeS
INTERIM PRESIDENT
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Season?

Cyber attackers are targeting
the nation’s airspace. \What can
we do to combat the threat?
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IN OTHER WORDS

What Do You Expect?

Lisa Anderson Spencer (‘99, DB;
‘03, WW) shares a valuable lesson
about expectations

WINGS OF LEGACY

Bringing

History Home

The Embry-Riddle WACO has a
storied past and is being restored
and updated for its next chapter

FLIGHT PATH

Master Strategist
Retired Col. Gary W. Anderson has
made a name for himself in and
out of the military

GetaClue

Embry-Riddle forensics programs
are arming students with
investigative skills and experience
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ALUMNI @WORK

Brewing Success
Robert “Bobby the Brewer” Baker
('08, DB) finds a recipe for turning
bad news into beer

GIVING TO EMBRY-RIDDLE

Artfor Art’s Sake

For two decades, Helen Wessel
has been infusing art and culture
into the Daytona Beach Campus

ALUMNI IN ACTION

One Good Turn
Embry-Riddle created
opportunities for Jim Sokol
(‘83, DB). Now he’s returning
the favor

CHECK OUT THE
LIFTWEBSITE!

Read Lift on your desktop, tablet or
phone, and getimmediate access
to video and other web extras.
Lift.erau.edu
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ON THE COVER: As aviation relies more on digital interconnection, cyberattacks are an increasing challenge. Cover illustration by Ryan Etter.
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NEWS & NOTES
FROM THE WORLD
OF EMBRY-RIDDLE

CHATTER

ALTIMETER:
HIGH POINTS AT
EMBRY-RIDDLE

The women's and men’s
Prescott Campus Cross
Country teams are the 2015
California Pacific Conference
Champions. This is the first
Cal Pac Championship for the
women and the men’s second
consecutive Cal Pac title.

Embry-Riddle’s Daytona Beach
Campus is one of 16 collegiate

teams selected to compete

in the 2017 U.S. Department of

Energy Solar Decathlon.

Ken Witcher ('02, WW), dean
of the Worldwide Campus’
College of Aeronautics, was
named a fellow of the Royal
Aeronautical Society.

In January, the Worldwide
Campus was named No. 1 for
Best Online Bachelor's programs
by U.S. News & World Report.

It was previously ranked No. 5.

Richard Prazenica, assistant
professor of aerospace engi-
neering at the Daytona Beach
Campus, received a $1 mil-
lion, two-year grant from the
Defense Advanced Research
Projects Agency.

The 2014-15 Cal-Pac
Championship Prescott
Campus’ Men's Golf team
earned All-Academic Team
(NAIA) recognition from the
Golf Coaches Association of
America, posting the high-
est GPA of all colleges and
universities in the nation (3.75).

Greg Feith ('96, DB) was named
a Living Legend of Aviation on
Jan. 22, 2016.
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Team scores on campus
and in community

or the sports fan who only looks at wins and
losses, it may appear that the Embry-Riddle
Prescott men’s basketball team did not do
well in its inaugural season. That could not,
however, be further from the truth. According
to the coaches, students and administration,
bringing college basketball to the campus and the
local community was a tremendous success.
The Eagles did not win their first game until late
January, but the coaching staff stayed optimistic.
“We’re such a young group [nine out of 11 are
freshmen], and we knew there were going to be
bumps along the way. We are starting to cut back
on those bumps and are looking forward to what’s
in front of us,” says head coach Eric Fundalewicz.
In November, the Eagles were invited to play
in front of their largest crowd of the season on the
Navajo Nation against a strong Northern Arizona
University (NAU) team. More than 3,000 fans
packed the arena and the game was televised
across Arizona.
“The opportunity to play on the Navajo Nation
and to bring the Embry-Riddle name to parts
that wouldn’t have known about our university

is something we were proud to be a part of,”
Fundalewicz says.

The enthusiasm for the team has been conta-
gious both on campus and in the Prescott com-
munity. “What I've enjoyed most about playing on
the first-ever Embry-Riddle Prescott basketball
team is being able to make history each and
every time we step on the court, and coming
together as a team to represent the university,”
says sophomore guard Jaran Hoover, who trans-
ferred to Embry-Riddle from NAU.

Chancellor Frank Ayers says the team is an
extension of the excitement happening in and
around the Prescott Campus. “Basketball has
brought more incredibly bright young people
to our campus to become a part of our family,
graduate with distinction and play intercollegiate
sports at a high level,” he says. “This epitomizes
our entire athletic program.”

The team ended the season with a 4-20 record
overall and 4-8 in the conference. In fall 2016,
women’s basketball will have its debut at the
Prescott Campus.

—dJason Kadah

Rockwell Collins elevates Embry-Riddle to Tier One status

In October, Embry-Riddle was
named a Tier One university by
Rockwell Collins, a major pro-
vider of avionics and information
technology systems and ser
vices to government agencies
and aircraft manufacturers.
The designation signals
an expanding partnership and
will involve increases in high-
level funding, joint research

projects, campus visits from
Rockwell Collins teams, co-op/
intern opportunities for current
students and full-time hiring of
Embry-Riddle graduates.

“We look at many factors as
part of this designation, includ-
ing the number of students who
graduate in core disciplines, the
diversified student body and the
number of students we hire, as

well as retention and quality,”
says Martha May, senior vice
president of human resources at
Rockwell Collins.

Nearly 400 Embry-Riddle
alumni work for Rockwell Collins.
Over the last five years the com-
pany has hired 48 Embry-Riddle
graduates, including 33 women
and minorities.

—Mary Van Buren

JASON KADAH
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Embry-Riddle and BeyondTrust partner to enhance cyber education

Embry-Riddle’s Prescott Campus and BeyondTrust,
a Phoenix, Ariz.-based cybersecurity company,
have joined forces to enhance the education and
training of future cybersecurity professionals.
BeyondTrust will provide Embry-Riddle’s College
of Security and Intelligence (CSI) with hundreds of
hours of videos, covering a wide range of cybersecu-
rity issues, such as firewalls, malware and best prac-
tices for securing assets. The videos are designed

to train professionals for the Certified Information

Systems Security Professional credential.

The CSI cyber program at the Prescott Campus
has experienced significant growth since its incep-
tion in 2013. Currently, there are more than 70 stu-
dents in the program and more than 100 expected

next year.

“Due to the large demand in industry and
government for trained cybersecurity workers,
we expect the program to continue to grow," says
Jon Haass, associate professor of cyber intel-
ligence and security. “The material provided by
BeyondTrust will augment our classwork.”

Recognizing Embry-Riddle as one of the first
universities to offer a cybersecurity degree,
BeyondTrust hopes to provide internships, thought

Alumnus and Embry-Riddle

take virtual learning to new level

y bringing virtual learning
to Embry-Riddle students,
retired U.S. Army Chief
Warrant Officer 4 Michael
Durant (95,97, WW) sees

systems, test flight capability
and analyze the results from
anywhere in the world.

“Thisis a truly interactive expe-

rience,” Durant says. “This takes

leadership research and potential employment to
Embry-Riddle students.

"Between having feedback from the education
sector regarding cybersecurity and students experi-
encing the real world of threats through internships
and white papers, BeyondTrust, Embry-Riddle and
the cybersecurity industry will benefit from theory
to actual implementation,” says Morey Haber, vice
president of technology for BeyondTrust.

—Jason Kadah

Associate Professor Jon Haass teaches
students during the ‘Hacker Lab! course.-
') il D s it =

Durant is best known as the
Black Hawk helicopter pilot
who was shot down in Somalia
in 1993 and held captive for
11 days before being released.

BY THE NUMBERS

Safeguarding
the Future

the whole concept of online and
distance learning to a new level.”
Kenneth Witcher (02, WW),
dean of Embry-Riddle’s College
of Aeronautics at Embry-Riddle’s
Worldwide Campus, says recent
technological advances allow the
robotics lab a wide range of func-
tions. “It’s leaps and bounds above
the initial capability we had with

His story is chronicled in the
movie Black Hawk Down and in
Durant’s best-selling book, In the
Company of Heroes.

Retired from the US. Army in
2001, Durant is committed to hir-
ing veterans, as well as students
and graduates of his alma mater.
Of his company’s 135 current
employees, more than 50 are

an opportunity to educate
future leaders for the aviation and
commercial space industry.

The founder of Pinnacle
Solutions, an engineering and
training services company based
in Huntsville, Ala., Durant is bring-
ing virtual technology to Embry-
Riddle’s Worldwide Campus
students through the develop-

Enroliment grows in
security programs

Homeland Security (DB)

5-Year Growth: 28 percent
B.S. degrees conferred
(2010-15): 248

ment of online laboratories.

the crash lab,” he says.

veterans and 13 are Embry-Riddle

In 2014, his company students or alumni.

partnered with Embry- AZRIAL -, Regarding his suc-
Riddle to develop a virtual VIRTUA f__ ,_?.:';E cess, Durant says, “I ]
crash lab for students to took advantage of Global _Securlty and

. L. o Intelligence (PC)
learn crash investigation. opportunities when
In 2015, it developed the Isaw them. The one 5-Year Growth: 66 percent
Aerial Robotics Virtual Lab, thing I'd say about me B ?;U%r;_e]ss;%%ge =
which will be available to isthatIdon't want to
Worldwide Campus students look back onlife and NOTE: Includes majors only; (PC) 2015
this spring. Through the say, What if?’ I want to e e ot A
robotics lab, students can say that if there was an SOURCE: Embry-Riddle
design and build, virtually, opportunity, I took it.” e SR
their own unmanned aircraft —Lacey McLaughlin
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COMMENTS AND OPINIONS
FROM EMBRY-RIDDLE
ALUMNI AND FRIENDS

FEEDBACK

FROM THE EDITOR

t's time again for Lift, Off the Page, where we explore a Lift topic

in a live venue. Join our panel of faculty and alumni experts on
Tuesday, April 12, at 5:30 p.m. EST at the Daytona Beach Campus
for a discussion on Aviation Cybersecurity. The event will be

livestreamed for online viewing. A watching party will be simulta-

neously hosted at 2:30 p.m. MIST at the Prescott Campus. Register to
attend online at alumni.erau.edu/LiftTalks.

We need your input! Watch your inboxes for the upcoming Lift
Readership Survey. The survey will be emailed to a random selection

of Lift readers during April. You don't have to wait for the survey. Tell

us what you think: liftmag@erau.edu.

—SARAWITHROW, EDITOR

‘Pleased as Punch’
I received our fall 2015
Lift magazine this morn-
ing. | am as pleased as
punch with the whole
magazine, but espe-
cially page 15 [Remote
Learning Plants Seeds
for Embry-Riddle
Worldwide]. It brings back fond memories
of the associations | have had with my fel-
low adjunct faculty members. How young
and full of vim and vigor we were then.
Since | have been employed by Embry-Riddle
for over 41 years, the individual and group
pictures, plus the Through the Decades fea-
ture, bring happy memories to the forefront.
| can vividly remember talking to John Paul
Riddle and working with Jack Hunt. To see
their pictures brings a smile to my face. Your
publication is perfect for our 90th anniversary.
Well done!

Jack H. Thompson (05, WW)
Campus Director
Fort Eustis Campus, Embry-Riddle Worldwide

Coach Blake Is Tops

Reading about Embry-Riddle Prescott
Athletics winning the Commissioner's Cup
[fall 2015 Chatter] got me reminiscing. In

4 LIFT = SPRING 2016 = ALUMNI.ERAU.EDU

high school, | had the pleasure of playing
baseball for Ted Blake, the director of ath-
letics for the Prescott Campus. He led a
winning baseball program for many years
in the Phoenix area and | consider myself
lucky to have learned from him and been
a part of one of his championship teams.
Coach Blake always pushed you further
than you thought you could go, but in a
way that was exciting and challenging.
On your worst days, he found a way to
make you better.
| cannot think of a better person to
continue to grow the Prescott athletic
programs from the solid base that Larry
Stephan established.
Eric J. Moore (98, PC)
B.S. Electrical Engineering, AFROTC

Correction: International
Campus Move
Re: Facilities Footprint [fall 2015], the
entry for 1986 about the International
Campus’ move is inaccurate. It wasn't until
September 2009 that the bulk of Worldwide
Headquarters moved to its current location
at 2379 Beville Road in Daytona Beach.
Bob Jost
Vice Chancellor for Administration
Embry-Riddle Worldwide

Airfield Location Clarified
In Through the Decades [fall 2015], the Fort
Stewart/Hunter Army Airfield is erroneously
listed as being in Alabama. It is actually
located in Georgia.
Bryant Denning (15, WW)
B.S. Aeronautics

Father Achieves ‘American Dream’
My father, William O. Wiley ('66, MC),
passed away this past April. | believe that
he was the valedictorian for his class, and
he would want you to know how much
Embry-Riddle meant to him. He truly was
able to live the "American Dream,” and he
often credited his education at your school
as a major reason for that outcome. He
was able to take the skills that he learned
to quite a wide variety of engineering posi-
tions, and he became well respected both
domestically and internationally. On behalf
of the family, we thank you.
Andrew T. Wiley
Senior Vice President
BB&T Capital Markets

Terminology Is Important

In Bob Cooper's article, Love at First Flight
[Flight Path, spring 2015], he refers to pilot
certificates and ratings as “licenses.” On
page 8, he writes, Bill Borgsmiller “earned a
commercial pilot’s license.” And, on page 9
he states, “He earned a rotorcraft license ...
[and] a seaplane license ..."”

We earn a certificate, not a license,
when we complete our check-ride, and rat-
ings on top of that. If this were a generic
publication, | could accept this, but this is
Embry-Riddle’s magazine! They should be
classified properly.

Jay McKain ('77, DB)
B.S. Aeronautical Science

TALK TO US

We invite your feedback on Lift
content or topics related to the uni-
versity. Letters may be edited for
style, length and clarity. Submission
does not guarantee publication.

EMAIL: liftmag@erau.edu
WRITE: Lift Editor
Embry-Riddle

Aeronautical University
600 S. Clyde Morris Blvd.
Daytona Beach, FL 32114
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Disclaimer: The views expressed herein are those of the author and do not necessarily reflect the views of the United Nations.

IN OTHER WORDS

What Do You Expect?

BY LISA ANDERSON SPENCER
(*99, DB; ‘03, WW)

Recently someone asked me if my current
job was my “dream job.” I doubt a lot of kids
would say that their dream is to become an
international civil servant. It's hard to dream
up that kind of job as a kid!

In 2011, I was charged with creating the
Aviation Risk Management Office (ARMO),
a new office within the United Nations
Department of Safety and Security (UNDSS),
that would support the members of the UN.
Security Management System (UNSMS)*.
Given the opportunity and privilege to focus

them and that he did not have high expecta-
tions for me. However, he noticed that others
responded well to me and that my good deci-
sions outweighed the mistakes. He decided
toraise his expectations, a choice that ben-
efited us both.  needed the opportunity to
prove myself and he needed an empowered,
trustworthy employee.

I gained a new perspective from his
example, which has directly impacted my
life. Working for an organization where diver-
sity, tolerance and inclusion is foundational
makes this lesson even more relevant.

If peoplerise to your expectations, then
why wouldn't you expect the best from

on my passion for aviation while serving “If people rise to them? Why anticipate less from people,
those who serve the world, any uncertainty . when you may be able to create an atmo-
Imight have had was replaced with determi- your exDeCtatlons’ sphere where they can excel simply by
nation, persistence and a lot of research. then why wouldn’t expecting more?

UN. personnel work in some of the most So, I challenge you to check your
challenging geographic and cultural envi- you exDeCt the beSt expectations.
ronments. Aviation is often the preferred from them?” If you think every welfare recipient,

and only mode of transport available. The

ARMO was created to provide policy, guidance and evidence-
based information to help mitigate certain risks for the UN.'s
most valuable resource, its people. This allows them to focus
their attention on their critical humanitarian, development
and assigned duties—wherever in the world they may travel.

Trust means everything, especially when working in a
global platform. In today’s high-threat, low-tolerance and often
contentious world, caring about others has never been more
important. And, in my opinion, being trusted to make good
decisions is the greatest personal and career validation anyone
can achieve. In my role at the UN, trust is a daily requirement.

I've found that expectations often go hand in hand with
the level of trust we either extend or deny to others.

A personal experience taught me a valuable lesson about
expectations. I was once told that based on my appearance,
how I talked and my demeanor, that I would not have been
hired—if the boss had not been on vacation. I was thought to
be too naive, too timid and too foreign (I had a heavy accent)
to provide much value to the company:.

Later, the boss told me that he was wrong. He apologized
for stereotyping me and asked me to learn from his mistake.
He said he believed that people rise to your expectations of

every refugee, every migrant, every home-
less person, every person with a race, religion or ethnicity
other than your own is going to be a burden on society, vio-
lent, lazy, combative, manipulative, or even a terrorist, then
I caution you. What if they, having no other opportunities or
seeing no other choice, lived up to those expectations?

Can we not give all human beings the opportunity to rise
to positive expectations to show themselves as gracious,
respectful and hardworking, before we classify their charac-
ter? If we can do that, then I believe we will create an envi-
ronment where people from different cultures, experiences
and languages work together to create meaningful change.
Wouldn't it be a shame if those you stereotype had no choice
but to live up to your expectations? ¥

*The UNSMS comprises 53 UN. entities (agencies, funds,
programmes, organizations, etc.) totaling an estimated 300,000
personnel worldwide.

EDITOR'S NOTE: Anderson Spencer is a licensed commercial
pilot with instrument and multi-engine ratings. She holds a
Master of Aeronautical Science from Embry-Riddle’s Daytona
Beach Campus and a Master in Business Administration from
Embry-Riddle’s Worldwide Campus.

SEND US YOUR STORY /n Other Words gives you the opportunity to share your industry-related
or personal perspective with Lift readers. Email submissions/proposals to liftmag@erau.edu.
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WINGS OF
LEGACY

Bringing History Home

The Embry-Riddle WACO
story and its next chapter

ABOUT THE WACO

Model:

10 ASO
Manufacturer:
Weaver Aircraft
Company (WACO)
Power Plant:
225 hp radial engine
(Wright J-6-7)
Length:

22 feet, 7inches
Empty Weight:
1,575 pounds
Top Speed:

128 mph
Ceiling:

15,000 feet
Fuel Capacity:
65 gallons
Produced:
1927-1933
Number Built:
1,623

BY ALAN MARCOS PINTO CESAR

The vintage WACO Model 10 aircraft that since 2010
has thrilled audiences with a flyover at the start of each
Wings and Waves Air Show in Daytona Beach has a
story, and its story starts and ends with Embry-Riddle.

On Sept. 28, 1928, T. Higbee Embry, a founding
partner of the Embry-Riddle Company, sold a WACO
Model 10 biplane to the company for $1. This WACO
served in the Embry-Riddle Company'’s fleet, operat-
ing out of Lunken Field, Ohio, as a flight trainer and
for airmail delivery until it was sold in 1929.

Eighty years later, Embry-Riddle, which had evolved
from an aircraft sales and aviation training company,
airmail contractor and air transport carrier, to a fully
accredited aeronautical university, rediscovered the
aircraft and bought it back.

It was pure chance that this piece of Embry-Riddle
history resurfaced eight decades after its sale. In
2008, Jeff Davis, director of development, learned
of an airplane in Indiantown, Fla., that might be con-
nected to the university. Curious, Davis called the
owner, Clyde Dawson. “When | called Clyde, he said
he had gone to the Smithsonian to get the original
plans so he could rebuild the airplane,” Davis says.
“In the records, he foundT. Higbee Embry’s and John
Paul Riddle's signatures on the original 1928 sale

6 LIFT = SPRING 2016 = ALUMNI.ERAU.EDU

document. He then spent seven years restoring the
WACO and collecting its history.”

On July 29, 2009, Embry-Riddle Aeronautical
University purchased the aircraft and Dawson'’s histori-
cal documentation. Steve Dedmon ('94, WW), associ-
ate chair and professor of law for the aeronautical
science department, traveled to Indiantown to bring
the WACO home. The owner of a 1942 Stearman,
Dedmon was selected for the task based on his famil-
iarity with flying antigue vintage open cockpit aircraft.
“That era of aviation to me is fascinating and totally
enjoyable,” Dedmon says.

Today, the WACO stands as a symbol of Embry-
Riddle’s storied past and aviation tradition. It was
proudly displayed this past year at several events
commemorating the kickoff to Embry-Riddle’s year
long 90th anniversary celebration (1926-2016).

Famous for being one of only a handful of fly-
ing 1928 WACO Model 10s in existence, the aircraft
is again showing its age. It spent the winter at the
WACO factory in Battle Creek, Mich., where it is being
restored and updated for safety.

“We plan to make the WACO a continuously
operated museum in flight for Embry-Riddle,” says
Chris Lambert, senior executive director of devel-
opment. “We encourage alumni and friends of
Embry-Riddle to support our efforts to preserve and
showecase this unique part of our history, and the
history of aviation.” ¥

WACO FUTURE

Help restore the Embry-Riddle WACO to flight.
Contact Christopher.Lambert@erau.edu;
386-323-8827.

DAVID MASSEY
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IN THEIR OWN WORDS: FLYING THE WACO

Pat Anderson, professor of aero-
space engineering and director of
the Eagle Flight Research Center,
and Steve Dedmon (94, WW),
associate chair and professor of
law for the aeronautical science
department, are both fortunate
tobe pilots of the Embry-Riddle
WACO. They describe the unique
flying experience.

Preflight

Anderson: “A couple of the cyl-
inders are pointed down, and
they’re below where we keep the
oil. Given an opportunity, the oil
will find its way into the lower
cylinders when it’s not running.
Soif I were to drive the piston into
a completely oil-filled cylinder, I
could hydrostatically lock it.

“You have to spin the propeller
by hand during preflight to see if
there’s any oil in those cylinders.
That’s areal no-no on the Embry-
Riddle flight line. If the magneto
wasn't properly grounded after
your last flight, it has the potential
tofire a cylinder, which could
rotate the prop and injure you.”

Taxiing
Dedmon: “The technique when
taxiing is to make S turns, which
entails turning the airplane to
theleft, then theright, or vice
versa, so you canlook out the
sides to see whatis orisnotin
front of you. All you can see
when looking forward is a whole
lot of engine in the front.”
Anderson: “The original
mechanical brakes are very
ineffective until they work.It’s
all or nothing. If it stops very
suddenly, the tail can come
off the ground, and that’s not
very comforting.”

The Embry-Riddle WACO Model 10
aircraft was originally acquired by
the Embry-Riddle Company in 1928.
It was reacquired in 2009, after an
absence of more than eight decades.
It is painted to resemble its 1920s
heyday, when it was used as a flight
trainer and airmail transport flown

by pilot and Embry-Riddle co-founder

John Paul Riddle.

Instruments
Dedmon: “Although thereis
no navigation equipment,
thereis aradio and mode
Ctransponder.”

Anderson: “There’s not
much. The most important is the
engine gauge: oil pressure and
temperature. It has as an airspeed
indicator, which may or may not
work. The altimeter is reasonable.
The compass works as well as
compasses worked in 1928.”

Inthe Air
Anderson: “There are no dual
controls, so your first flight is
your solo.”

“The engine isn’t as respon-
sive in throttling up and pulling
back. It turns at alower rpm,
about 1,700 rpm maximum.
Modern engines run 2,600 to
2,700 rpm. There’s a lot more
rotating machinery in a radial
engine, or a round
motor’ as they
like to callit, so
thereis some
gyroscopic effect.”

Dedmon:
“Between the wind
and the engine
noise, hearing in
an open cockpit
environment is a
challenge. In the
WACO, the voices
are garbled and
not loud enough.
You have to lower
your head, cup
your hand over the
microphone, and
talk loud and slow.”

Anderson: “1
normally operate
itat 80 mph. That’s

about 65 percent power. If we
were toreally push it, it would
probably go 105 mph.”

Landing

Anderson: “There are two ways
to land a tail-wheel plane: wheel
landing, where you landitinan
almost level flight condition and
the tail wheel is still three or four
feet off the ground, or you can
3-point land. But in this plane, the
wake of the wings disrupts the
airflow over the tail, so you can't
get 3-point attitude. So, for 3to 4
seconds before the tail touches
down, you don't have any con-
trols over the tail.”

Dedmon: ‘I use whatI affec-
tionately refer to as the dive, bank
and yank technique. It is not
quite as dramatic as it sounds,
but here is how it works: Abeam
the touchdown point, I reduce
the rpm to 1,200, then lower the

nose, and turn left base, all the
while maintaining 70 mph. After
turning left base, I roll out only
long enough to make sure there is
not another airplane on final, and
then I continue the turn to final.”

Anderson: “There’s a big
difference between now and
when it was built, and it'’s not the
airplane, it’s the runways. It was
designed when all the runways
were grass. The drag on the tail
wheel in grass makes it very
stable, and there are fewer cross-
winds on grass fields. It's much
less stable on pavement. I'm
very happy to take off and land
it on grass, but I limit pavement
landings to necessity.”

Dedmon: “As most round-
motor pilots know, a flight is not
over until the airplane is wiped
clean of oil. So, my final task is
always wiping oil off the wings
and fuselage.”
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FLIGHT PATH

Strategist

Anexpertinredteaming, war
gaming and alternative analysis,
retired Col. Gary W. Anderson
('71,DB) hasmade a name for
himself in and out of the military
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BY SARA WITHROW

ne of the great lies in life is that
wars never solve anything; there
are some bad guys that truly merit
killing,” writes retired U.S. Marine
Corps Col. Gary W. Anderson ('71,
DB) in a blog published in the online
Small Wars Journal.
Anderson is not a fan of war.
His statement is a testament
instead to his strong sense of right
and wrong, his love of country and his penchant for
speaking his mind.

Case in point: In December 1988 in a Washington
Times article, Anderson criticized the Air Force, sug-
gesting that it be dissolved and folded into the other
military branches. The piece earned him a call from
the Marine Corps Commandant and a temporary stay
from public writing. “He took my crayons away for a
while,” Anderson says.

Anderson'’s rabble-rousing was honed at Embry-
Riddle, where he wrote a weekly humor column for
the Avion that would poke fun at staff and administra-
tors. Highly involved in campus life, he wrestled and
played baseball, coaching baseball his senior year. He
was also president of the Alpha Eta Rho chapter, a
professional college aviation fraternity.
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Today, Anderson is a sought-after commentator for
the media, a war-gaming expert and a well-published
author on national strategy and military topics. “Gary
is a go-to guy in Washington, D.C. He's on everybody’s
Rolodex,” says his longtime friend John Keenan, a
retired Marine Corps colonel and editor emeritus of
the Marine Corps Gazette.

From Pilot to Distinguished Fellow
Anderson originally wanted to be a military pilot
and then transition to civilian airport management.
He earned a B.S. in Aviation Administration and a
flight contract with the Marine Corps, but failed his
depth-perception test.

The first Marine Corps officer commissioned from
Embry-Riddle after the school moved from Miami to
Daytona Beach, Anderson took the news in stride.
"It gave me an excuse to transfer to the infantry,” he
says. “l liked the idea of being in charge.”

He went on to serve 29 years in the Marine Corps
before retiring in 2000. The ink was barely dry on
his separation papers when he was named the first
director for the Marine Corps’ Center for Emerging
Threats and Opportunities. Shortly thereafter, he
founded the Potomac Institute’s National Center
for Unconventional Thought, where he continues to
serve as a distinguished fellow.

The Challenge of Iraq

Anderson was only three years out of retirement

when Uncle Sam called again—and he answered.
Shortly before the Iragi government fell to

U.S. forces, Anderson predicted an insurgency

and published his premonition in an op-ed in

of infrastructure there are real challenges, he says.
“If our goal was to turn Afghanistan into a model
democracy, we would never be able to do it. It would
do better as a confederation of quasi-states.”

Urban Trenches

Anderson managed to avoid violence for most of his
active duty career. “| was shot at more as a civilian [in
Iraq and Afghanistan] than when | was active,” he says.

The closest he came to combat was in Mogadishu,
Somalia. Serving as a temporary U.S. liaison officer
to the U.N., Anderson’s personal goal was to build
a case study on noncombat missions for a course
he was teaching at the Marine Corps University. The
U.N. aid mission degenerated quickly. On an August
night in 1993, Somalian snipers started targeting U.S.
Army logisticians at the U.N. compound. The American
ambassador authorized Anderson to use his security
team to eliminate the sniper pit, and his Marine sharp-
shooters did their jobs.

The next morning, they viewed the results. “There
were 17 bodies and not one was over 17 years old,”
Anderson says somberly. “| went to Somalia to study
peace and love [humanitarian missions] and | ended
up killing 17 people.”

Spurred by his experiences in Somalia, Anderson
established an experimental unit that began explor-
ing handheld unmanned aircraft systems for urban
surveillance and nonlethal weapons for hostile,
unarmed crowds. The program, which would
become the Marine Corps Warfighting Lab, now
employs more than 100 people and operates on a
$40 million annual budget.

Slowing Down?
Now, though “officially” retired, Anderson contin-
ues to blog, writes regular book reviews for The
Washington Times and contributes opinion editorials
to The Washington Post. He is also an adjunct profes-
sor at George Washington University's Elliott School
of International Affairs and a part-time consultant for
the U.S. Army.

In December
2015, Anderson
was asked to return
to Afghanistan to
continue transition
work begun in 2013,
but declined, having
promised his wife,
Anne, he would give
retirement an honest
try. “It's probably the
first time | haven't
heeded the trumpet,”
he says. “But never

The Washington Post. Two months later, he received
a call from then Deputy Secretary of Defense Paul
Wolfowitz. “He [Wolfowitz] said, ‘| was hoping you
were wrong, but you were right. Now what are you
going to do about it?""

Anderson volunteered pro bono to serve as a
special advisor to the deputy secretary of defense in
Irag to assess the situation and help create and train
an Iraqi Civil Defense Corps.

By 2009, Anderson'’s consulting firm was sold,
and the State Department asked him to return to Iraq
as senior governance advisor for Abu Ghraib in West
Baghdad, Irag, a region of more than 5 million people.

One of his greatest disappointments was what
he calls the ultimate failure of the U.S. effort in Iraq.
“| really thought when we left Iraqg that we had
accomplished the mission,” he says. Unfortunately,
the Shiite government started persecuting the former
ruling class, the Sunnis, setting the country up for
failure, Anderson explains. “They weren't ready yet,
neither the Army nor the government.”

Retired Col. Gary W. Anderson,
center, while serving in
Afghanistan in 2012, says

he was shot at more as a
civilian working for the State
Department than as an active
duty Marine.

Call to Afghanistan say never”” ¥

In 2011, Anderson answered the call to serve as a

district support team leader and governance advisor EDITOR'S NOTE:

in a remote province in northwest Afghanistan. A year Anderson is the recipi-
later, he was given two months to close up shop. ent of the 2012 Embry-

“| wasn't as positive about leaving Afghanistan as
| had been in Irag,” he admits. The geography and lack

Riddle Alumni Military
Achievement Award.
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Forensic science programs arm students with
investigative skills and experience
BY ALAN MARCOS PINTO CESAR

EXPLORE
Learn more about
forensic science
programs and the

College of Security
and Intelligence
at Embry-Riddle:

lift.erau.edu/

videos-spring-2016.

anica Murphy started her summer intern-
ship staring at a dead body. “The victim
had been dead four days. There was skin
slippage, dried blood, a mutilated face,
and 46 stab wounds,” she writes in a blog
about the experience. It may sound grue-
some, but this is exactly what the forensic
biology major signed up for when she
interned with a private pathology practice
in Grand Junction, Colo.

Murphy's field of study is one of three new
undergraduate forensics programs at Embry-Riddle’s
Prescott Campus. Forensic biology, forensic account-
ing and fraud investigation, and forensic psychol-
ogy all debuted in 2015. The programs include a
strong focus on hands-on learning and cover the
gamut of investigation science. Depending on their
major, students will be prepared for certification
by the American Academy of Forensic Scientists,
the Association of Certified Fraud Examiners or
the American Board of Forensic Psychologists.

Body Language
Foundational to crime scene
investigation, forensic biology students
spend time analyzing blood spatter,
comparing DNA and tracing bullets,
as well as finding and identifying
trace materials and microbes, says
Hillary Eaton, biology program chair.
"By the end of one semester, they'll
have processed crime scenes, dusted
for fingerprints, and conceptualized
the crime in order to link evidence to
potential suspects,” she says.
Forensic biology is also designed
to meet all the requisites for medical,
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dental, pharmacy and law programs. Murphy is
one forensic biology student looking to meet her
pre-med requirements. She found an application for
her undergraduate study right away. "l believe my
coursework prepared me for my internship because
| had learned and understood how death investiga-
tions were supposed to be conducted,” she says.

Uncooking the Books
Forensic accounting and fraud examination isn’t usu-
ally portrayed in TV dramas, but that doesn’t make
the field less significant. “This is an important field
to work in because through fraud there are hundreds
of millions of dollars stolen each year. Fraud affects
not just the companies who are victimized, but also
the consumers, employees and shareholders,” says
Angela Roda, a U.S. Army veteran enrolled in the
forensic accounting program. Roda will participate in
summer 2017 in a finance department internship at
Raytheon Missile Systems.

In addition to an in-depth understanding of
accounting and auditing, students can take courses

DID YOU KNOW?

Thenation’s first university-based chapter of the
American Investigative Society of Cold Cases (AISOCC)
was established in 2015 concurrently with the three foren-
sics programs at the Prescott Campus. Students receive
information gathered on an unresolved case and are given
the opportunity to comb through it, in the hope of discov-
ering new findings. AISOCC also offers regular opportu-
nities for students to network and meet professionals in
law enforcement, medicine, forensics and legal fields that
could lead to internships and eventual jobs.
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in interviewing and deception, says Cindy
Greenman, assistant professor of accounting.
They also get to work with consulting groups
that perform fraud examination for compa-
nies in the Prescott, Ariz., area. “They'll go
through human resources, payroll, financial
statements, physical security, everything,”
explains Greenman. “The students are taught
the red flags to look for, and then they run the
consulting job. They do the analytics. They'll
put together a complete report and present it
to the client.”

The students learn to recognize revenue
schemes, conflicts of interest, collusion and
fraud. “We do a lot of case studies looking into
Bitcoin, Enron, WorldCom and Bernie Madoff,”
Greenman says. “We look into what people
were doing, how they got caught, and why they
weren't caught sooner.”

Probing Dangerous Minds

The intersection of psychology and the legal
system is where you'll find forensic psychology,
says Erin Bowen, chair of the behavioral and
safety sciences department. But it goes beyond
crime and the courtroom. “Forensic psychol-
ogy looks at how laws and norms are formed
and what compels people to fight against them.
That includes looking into crime, punishment,
recidivism and correction.”

The Prescott Campus' College of Security
and Intelligence, the nation’s first of its kind,
provides students with knowledge of the U.S.
legal system and investigative methods. The
forensic psychology program expands on that
foundation and combines it with the fundamen-
tals of psychological science.

Top: Three Prescott Campus students interned
during the 2015 summer term at Dr. Robert
Kurtzman'’s private forensic pathology practice
in Grand Junction, Colo. The office serves

10 Colorado counties and the Southern Ute
Indian Tribe. From left are: Kurtzman, Danica
Murphy and Rebecca Long. Bottom: A student
examines evidence from a mock crime in the
Prescott Forensics Lab.

"“A lot of people have the misconception
that psychology is talking about your feelings,”
Bowen says. “Our students develop investiga-
tive, operational skills. They'll understand the
biopsychosocial underpinning of why people
follow or break laws. They'll be able to make
behavioral predictions, design psychological
tests, and know how to interpret the results.”

Regardless of which forensics field students
choose, they'll find demand for their newly
attained skills and knowledge. There's a back-
log in independent and government crime labs
across the country due to a lack of qualified
applicants, says Eaton. ¥
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Cybersecurity
and Forensics:
a Specialization

“People leave digital traces
in everything they do.

For law enforcement and
investigative purposes,

it’s a matter of finding the
nuggets and putting them
together in a story, while
also being sure we've
correctly identified the
person,” says Gary Kessler,
professor of cybersecurity
and chair for the depart-
ment of security studies
and international affairs.
Kessler teaches a digital
forensics course that is a
cornerstone of the cyberse-
curity minor offered at the
Daytona Beach Campus.

Currently, digital foren-
sicsis a discipline taught
in the cybersecurity minor;
as an area of concentra-
tion within cybersecurity
engineering at the under-
graduate and master’s
levels at the Daytona Beach
Campus; or folded into
the cybersecurity program
at the Prescott Campus.

Jobs are plentiful once
students have finished their
degrees, says Remzi Seker,
professor of computer sci-
ence at the Daytona Beach
Campus. “You can work with
law enforcement at any
level. It’s a fast-growing field,
with lots of need for cyber
forensics experts. Students
can easily start their own
consulting company and
make a Killing,” he says.

At the forefront of the
field, Embry-Riddle is a reg-
ular sponsor of the annual
Association for Digital
Forensics, Security and
Law (ADFSL) Conference,
and Glenn Dardick, associ-
ate professor of homeland
security at the Daytona
Beach Campus, is chair and
founder of the association.
Dardick is also publisher
for the Journal of Digital
Forensics, Security and Law.
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SEASON?

n April 15, 2015, self-proclaimed white hat hacker

As the auiation industry gets ‘smarter,” cybersecurity e
vulnerabilities threaten the nation’s airspace system of a United Airlines aircraft via its in-flight

entertainment system.
It was a tweet heard round the aviation world.
I SARA WITHROM, MELANIE 24
AND ALAN MARCOS PINTO CESAR e AN
have repeatedly exploited vulnerabilities in aircraft
ILLUSTRATION BY RYAN ETTER in-flight entertainment systems, including one

occasion when he hacked into a plane’s flight controls and
made it move sideways.
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Was it possible? Most cybersecurity experts
are skeptical, but according to former U.S. Air Force
Capt. Carl Herberger (‘91, DB), now vice president
of security solutions at Radware, that's not the most
important question.

"The question is whether or not one day it
will be true,” says Herberger. “I think the answer
is, it's inevitable”

As airplanes and aviation systems get “smarter”
and rely more on digital interconnection through
Internet- and satellite-based technologies, they
are increasingly in the crosshairs for cyberattacks,
which overall have grown tenfold from 2006 to
2013 (ballooning from 5,503 incidents to 60,753),
according to a 2015 U.S. Government Accountability
Office report (GAO-15-370).

“One of the things that I think is most ridiculous,
is that as part of an airworthiness certificate

a4

WEB EXCLUSIVE

WANTED:
Cybersecurity Heroes

What type of
cybersecurity hero are
you? Take our online
quiz and find out!
Lift.erau.edu

we’re not doing cybersecurity
testing. Things are no longer
mechanically controlled,

and we don’t require any
cybersecurity testing before we
actually issue an airworthiness

certificate. It's amazing.”
—CARL HERBERGER ('91, DB)

“The fact is the bad guys are already out there,”
says Gary Kessler, professor of cybersecurity and chair
for the department of security studies and international
affairs at the Daytona Beach Campus. “[They] have
access to all of these tools and [they] are using them.”

Herberger believes the potential for a hackers’ open
season on aviation—while maybe not imminent—is
possible. “Among the black hat [hacker] community,
the sexier Internet of Things discussions relate to
transportation systems,” he says. “If we know that
somebody has motive and we know that somebody
has means, and there’s a vulnerability, then you would
think to yourself, ‘Why wouldn't the aviation industry
be a natural target?"”

Target: NextGen

Experts say the developing Next Generation Air
Transportation System (NextGen) is rife with potential
cybersecurity vulnerabilities. Replacing a radarbased
air traffic control system with one that connects air
craft and controllers using data and satellite links is
inherently more susceptible to cyberattack.

"It will all be computerto-computer communica-
tions,” explains Jon Haass, associate professor of
cyber intelligence and security at the Prescott Campus.
“Guess what they forgot? They forgot cybersecurity.”
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The GAO acknowledges the growing risk. In
its 2015 report, it affirms that NextGen's Internet-
technology-based, interconnected system “increases
cybersecurity risks,” and that “significant security-
control weaknesses remain that threaten the agency’s
ability to ensure the safe and uninterrupted operation
of the national airspace system.”

"Anytime you continuously integrate and automate
without commensurately securing, you're allowing
systems to be functioning at a level that if you take
one cog out, it makes the whole thing fall down,"
says Herberger. “I find that many of these newer
technologies are coming at the expense of true
isolated redundancy.”

Of those newer technologies at risk, Automatic
Dependent Surveillance-Broadcast (ADS-B) rises to
the top. A NextGen technology that is already widely
adopted by the aviation industry, ADS-B allows an
aircraft via satellite to automatically determine its
position and then broadcast that information to other
aircraft and ground controllers.
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“It's going to be compulsory to use [by 2020], and
ADS-B is not secure,” says Remzi Seker, a computer
science professor at the Daytona Beach Campus.
There are privacy concerns with ADS-B information,
which is accessible publicly using real-time computer
flight tracking applications, and it's also easy for hack-
ers to spoof, or create “ghost” aircraft in the system,
leading to confusion and potential havoc for pilots and
air traffic controllers, he explains.

Another risk involves how the aircraft's Electronic
Flight Bag (EFB) connects to the Internet to com-
municate with the System Wide Information
Management program (SWIM). SWIM is the data-
sharing backbone of the NextGen system, providing
a single connection point for aircraft and air traffic
controllers to receive real-time, accurate flight, sur
veillance, weather and aeronautical information.

A 2014 report, co-authored by Seker with assis-
tance from the FAA, identifies this vulnerability: WWhen
an aircraft's EFB connects to the Internet through a cel-
lular or satellite data link, it often shares its bandwidth
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with the passenger cabin’s Internet service, and that
leaves it susceptible to cyberattack.

A denial of service (DoS) attack, for example, could
disrupt the data link, Seker says. An EFB infected by
malware could do this or someone in the passenger
cabin could mount a DoS attack. “There are measures
in place now to make sure throttling is not overcome.
However, that is not to say this cannot be an attack
vector,” Seker adds.

Another vulnerability with the data link: It will be
used to replace voice communication between pilots
and air traffic controllers. Brent Spencer (‘83, WW),
air traffic management program chair at the Prescott
Campus, believes this would be easier to compro-
mise than a traditional radio communication. “The
data link could be hacked and instructions given to a
pilot that the controller would not be able to hear or
see, and have no way to correct. Human oversight
and the ability to communicate directly and imme-
diately is crucial to the safety and integrity of the
national airspace system,” he says.

The FAA is taking steps to create an enterprise pro-
tection solution for its NextGen system, but according
to Steve Dedmon (94, WW), associate chair and pro-
fessor of law in the aeronautical science department
at the Daytona Beach Campus, there's still work to do
to put robust protections in place. A virtual point-to-
point model is what the FAA is striving for, Dedmon
says. “They hope to create [air traffic] systems that are
individually secure, and secure the entirety from the
outside with a big net around it, as well.”

CLOSING THE GAP: Educating Future Cybersecurity Professionals

and briefing the FBI on their findings,”
says Jon Haass, associate professor of

Education is imperative to the cybersecu-
rity solution formula, especially as it relates

developing cybersecurity solutions, and
the Prescott Campus is a member of the

to growing the pool of skilled cybersecurity
professionals, says Gary Kessler, professor
of cybersecurity and chair for the depart-
ment of security studies and international
affairs at the Daytona Beach Campus.

Presently, more than 200,000 cyber-
security jobs in the United States are
unfilled, and postings are up 74 percent
over the past five years, according to a 2015
analysis of the Bureau of Labor Statistics
by Peninsula Press, a project of the Stanford
University Journalism Program. That
demand is expected to increase, with a
1.5 million shortfall of available cybersecu-
rity professionals projected by 2020.

Embry-Riddle is at the forefront of the
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